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Abstract—Cloud computing infrastructure being used widely for the purpose of scalability, cost-saving and
sharing by various domains, it has become a tough task for a data owner to place his data inside the cloud because
of the inevitable constraints like privacy for both data as well as query, efficiency. Along with the security
provided by the cloud service provider (CSP) and by constructing private, secured data and systematic queries
the above mentioned constraint can be resolved. Here we also solve the problem of data integrity. We propose a
technique called Make-it-simple where we use range query services to construct the systematic query and data
confidentiality is done by differentiating the data into data chunks and storing them on data servers in the cloud.
Data processing takes place at two stages.
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I. INTRODUCTION present inside the cloud significantly as the
cloud is meant to reduce the need of
Introducing the data-comprehensive query maintaining scalable in-house
services in a cloud is getting popular day- infrastructures.
by-day because of the advantages of cloud
such as scalability, sharing and cost- We summarize these above
saving. Scalability is a beckoning feature constraints as our requirements for the

as the workloads of query services are
influential and it becomes costly and non-
systematic to serve such dynamic
workloads. As the time dies the service

construction of query services and to build
an architecture t protect the data inside the
cloud. Many related approaches have been

providers may lose their control over the developed to address some part of the
data and thus privacy, efficiency, problem.  However they do not
confidentiality become major concerned satisfactorily address all of these aspects.
areas. For example, crypto-index [1] and order

preserving encryption (ope) [2] are
vulnerable to attacks. RASP data
perturbation also gives an idea for the

Unique and fresh approaches are
required to protect the data privacy,
confidentiality, security and efficiency of ”
query services and also there is a need to architecture.
protect the benefits of cloud. The vital
relationship among all the above
mentioned constraints exists because the
data owner cannot use the resources
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Il.  QUERY SERVICES

Range query is one of the vital queries
which help us in finding the number of
records in the range defined by conditions.
A range query looks like this

Select count (*) from T

Where Xi€ [ai, bi] and Xi€ [aj, bj] and
Xk=AK,

Here T is a table and Xi, Xj and Xk are the
real valued attributes in T and a and b are
some constants. Range queries may be
applied to arbitrary number of attributes
and conditions on these attributes
combined with conditional operators
“and”/”or”.

KNN query is to find the closest k records
to the query point, where the Euclidean
distance is often used to measure the
proximity. It is frequently used in location-
based services for searching the objects
close to a query point, and also in machine

IV. ARCHITECTURE

learning algorithms such as hierarchical
clustering and KkNNclassifier. A kNN
query consists of the query point and the
number of nearest neighbours, k.

I11.  THREAT MODEL

The goal of the attacker is to recover the
original data or identify the exact queries
and through that identify the data present
inside a database. So this brings in heavy
threat to the existing architecture. So with
the data being transformed we are not on
the safer side, we need to authorise the
users and think or assume that authorise
users don’t leak the information.

When adversary hacks the query
and through that the original data, the
global information associated with this
data base may also get leaked. Example is
application of the database. This may
cause adverse effect on the other related
applications and the systems internal

information also.
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Here in the architecture we introduce a
technique called Make-it-simple. Here the

data owner will transform his data into
some other functional form of data and
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only he knows that. With this he can store
his data in a cloud and make it
confidential. The users are authorised
using keys. Here the authorised users are
less in number.

The data D becomes D’ on
transforming and later it is divided into
data chunks and stored on different servers
in cloud. So that even if an adversary
hacks the data base he may find it difficult
to know what’s the original data is. As it
needs to be integrated. On the other hand
we have the queries transformed into
different forms using range queries and
using KNN query we can find the nearest
neighbour query so that efficiency is
reached in query processing. The query
processing takes place at two stages. The
first stage is where the written query is
processed and the different data chunks are
integrated to get the original data or file.

V. RELATED WORK

Private information retrieval (PIR) [3] tries
to fully preserve the privacy of access
pattern, while the data may not be
encrypted. PIR schemes are normally very
costly. Focusing on the efficiency side of
PIR, Williams et al. [4] use a pyramid hash
index to implement efficient privacy
preserving data-block operations based on
the idea of Oblivious RAM. It is different
from our setting of high throughput range
query processing. Hu et al. [5] addresses
the query privacy problem and requires the
authorized query users, the data owner,
and the cloud to collaboratively process
kNN queries. However, most computing
tasks are done in the user’s local system

With this approach the data becomes
secure because first we encrypt the data
using encryption algorithm and later we
encode the data which is obtained as the
input from encryption phase. To crack a
encrypted-encoded data, it takes thousands
of years. We use base64 technique for
encoding and AES technique for
encrypting. Second step of the processing
is done and again the result is transformed
into some other format. Thus this two
stage processing takes place inside the
cloud. At the user end the result is
decrypted and original result is got.

This method not only enhances the
efficiency of querying services but also
protects the data inside the cloud.
Differentiating and integrating the data
chunks of the original data is effective in

terms of privacy and confidentiality.

with heavy interactions with the cloud
server. The cloud server only aids query
processing, which does not meet the
principle of moving computing to the
cloud. Papadopoulos et al. [6] uses private
information retrieval methods [7] to
enhance location privacy. However, their
approach does not consider protecting the
confidentiality of data. Space Twist [8]
proposes a method to query KNN by
providing a fake user’s location for
preserving location privacy. But the
method does not consider data
confidentiality, as well. The Casper
approach  [9] considers both data
confidentiality and query  privacy.
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VI. EXPERIMENTAL RESULTS
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Fig. B. Performance comparison on Unifiorm data. Left data size ws. cost of guery; Middle: data dimensionality
ws. cost of guery; Right: guery range (percentage of the domain) vs. cost of query
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Fig. 8. Performance comparison on Adult data. Left data size vs. cost of gueny: Middis: data dimensionality ws.
cost of query; Right: query range {percentage of the domain) ws. cost of query

The first pair of figures (the left subfigures polyhedron has a cost much cheaper than
of Figure 8 and 9) shows the number of the linear scan method and only
block accesses for 10,000 queries on moderately higher than R*tree processing
different sizes of data with different query on the original data. Interestingly, different
processing methods. For clear distributions of data result in slightly
presentation, we use logl0 (# of block different patterns. The costs of R*tree on
accesses) as the y-axis. The cost of linear transformed queries are very close to those
scan is simply the number of blocks for of original queries for Adult data, while
storing the whole dataset. The data the gap is larger on uniform data. The
dimensionality is fixed to 5 and the query costs over different dimensions and
range is set to 30% of the whole domain. different query ranges show similar
Obviously, the first stage with MBR for patterns.
VII.  CONCLUSION AND FUTURE also reduce the in house cost of the cloud
WORK like instead of providing the authentication

for every user using password and
username, this method reduces that burden
on cloud by providing the authentication
from the data owner itself i.e. authorised
users. Results are also transformed. Data
chunks are not stored in one place.

As we know that a work never becomes saturated at one point, there will always be a
scope to enhance the work and achieve the greater heights and still better results. Here the
future enhancement would be developing a unique technique to repair the lost data chunks,
i.e., If data chunks are lost we should develop a new method to repair the original data. Also
we can provide cryptography methods to protect the data chunks inside the cloud.

We propose the Make-it-simple approach
to provide the data confidentiality, query
privacy, query efficiency. This manner
helps us to develop the systematic way of
querying and processing the same. It might
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