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Abstract: A wireless sensor node is an information disclosure and scattering convention in wireless sensor networks (WSNs). Each node is 
in charge of upgrading setup parameters and information through the sensor hubs. These sensor nodes together with the base station can 
have appropriate information. But, such a methodology does not bring appropriate information for many-client WSN network and also does 
not guarantee security of information. Subsequently enemies can dispatch assaults the system. Hence a primary privacy and circulated 
information revelation and dispersal convention named CASER is being proposed. It permits the system proprietor to approve numerous 
system clients with various benefits. At the same time and specifically spread information things to the sensor hubs. Our hypothetical 
investigation along with simulation addresses various conceivable privacy issues. Broad security investigation show CASER is maintains 
privacy and secrete information exchange. Additionally execute CASER in an exploratory system of asset constrained sensor hubs to 
demonstrate its high productivity. 
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1. INTRODUCTION 
 

Lifetime optimization and security are two conflicting design issues 
for multi-hop wireless sensor networks (WSNs) with non-
replenishable energy resources. A novel secure and efficient Cost-
Aware SEcure Routing (CASER) protocol is proposed to address 
these two conflicting issues through two adjustable parameters: 
energy balance control (EBC) and probabilistic-based random 
walking. The energy consumption is severely disproportional to the 
uniform energy deployment for the given network topology. This 
greatly reduces the lifetime of the sensor networks. To solve this 
problem, an efficient non-uniform energy deployment strategy is 
proposed. So that it can optimize the lifetime and message delivery 
ratio under the same energy resource and security requirement. 

2.   LITERATURE SURVEY 

Literature survey is the most important step in software 
development process. Before improving the tools it is compulsory 
to decide the economy strength, time factor. Once the programmer‘s 
create the structure tools as programmer require a lot of external 
support, this type of support can be done by senior programmers, 
from websites or from books. 

K. Xu, H. Hassanein and Q. Wang [2]proposed While a 
considerable measure of existing examination endeavors to broaden 
the lifetime of a remote sensor system (WSN) by outlining vitality 
proficient systems administration conventions, the effect of 
arbitrary gadget sending on framework lifetime is not focused on 
enough. Some examination endeavors have attempted to streamline 
gadget organization as for lifetime by expecting gadgets can be put 
intentionally. Be that as it may, the approaches and arrangements in 
that are not material to an arbitrarily conveyed vast scale WSN. In 
this examination, creator proposes three irregular organization 
methodologies for transfer hubs in a heterogeneous WSN, in 
particular, connectivity oriented, lifetime-situated and cross breed 
arrangement. They examine how a system can influence both 
availability and system lifetime of a multi-jump heterogeneous 
WSN, in which hand-off hubs transmit information to the base 
station by means of multi-bounce hand-off. The execution of the 
three methodologies is assessed through reenactments. The 
consequences of this examination give a practical answer for the  

 

 

issue of upgrading provisioning of an expansive scale 
heterogeneous WSN. 

Y. Wu, Z. Mao, S. Fahmy and N. Shroff[3], author discussed about 
Vitality proficiency is basic for remote sensor systems. The 
information gathering process must be deliberately intended to 
moderate vitality and broaden system lifetime. For applications 
where every sensor consistently screens nature and intermittently 
messages to the main place, a tree-based topology is regularly used 
to gather information from sensor hubs. In this work, creator first 
study the development of an information taking information when 
there is a solitary base station in the system. The goal is to boost the 
system lifetime, which is characterized as the time until the primary 
hub drains its vitality. The issue is appeared to be NP complete. 
They plan a calculation which begins from a discretionary tree and 
iteratively decreases the heap on bottleneck (hubs liable to soon 
drain their vitality because of high degree or low remaining 
vitality). They then extend our work to the situation when there are 
different base stations, and collect the development of a most 
extreme lifetime information gathering backwoods. They 
demonstrate that both the tree and backwoods development 
calculations end in polynomial time and are provably close ideal. 
They then confirm the proficiency of calculations by means of 
numerical correlations. 

D. Gong, Y. Yang and Z. Pan [4], in this author stated that Wireless 
sensor systems bear the cost of another chance to watch and 
interface with physical wonders at a remarkable constancy. To 
completely understand this vision, these systems must act naturally 
arranging, self healing, practical and vitality proficient at the same 
time. Since the correspondence assignment is a huge force 
purchaser, there are different endeavors to present energy awareness 
inside the correspondence stack. Hub grouping, to diminish direct 
transmission to the base station, is one such endeavor to control 
vitality dissemination for sensor information gathering. In this 
work, they propose an effective element bunching calculation to 
accomplish a system wide vitality decrease in a multihop setting. 
They likewise display a practical vitality scattering model taking 
into account the outcomes from stochastic geometry to precisely 
evaluate vitality utilization utilizing the proposed bunching 
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calculation for different sensor hub densities, system zones and 
handset properties. 

Z. Zhang, M. Ma and Y. Yang [5], author discussed about two-
layered heterogeneous sensor systems where two sorts of hubs are 
conveyed in the system: essential sensor hubs and group head hubs. 
Essential sensor hubs are straightforward and modest, while bunch 
head hubs are much capable and much wealthier in vitality. A 
bunch head hub sorts out the essential sensor hubs around it into a 
group. An essential sensor hub does information accumulations and 
sends the information bundles when surveyed by the bunch head. 
By presenting chain of importance, such a two-layered 
heterogeneous sensor system has preferred adaptability over 
homogeneous sensor systems. It likewise has a littler general 
expense subsequent to systems administration functionalities are 
moved from sensors to the bunch head. It additionally has a more 
drawn out life time, as sensors send parcels just when surveyed by 
the bunch head and less vitality is devoured in crashes and sit out of 
gear tuning in. This kind of system will be in a perfect world suited 
for applications, for example, ecological checking. This spotlights 
on discovering vitality productive and crash free surveying plans in 
the multi-jump group. To lessen vitality utilization out of gear 
tuning in, a calendar is ideal on the off chance that it utilizes least 
time. The issue of finding an ideal timetable is NP hard and 
afterward give a quick on-line calculation furthermore think about 
partitioning as a group into areas to assist diminish the unmoving 
listening time of sensors. 

C. Liu, K. Wu and J. Pei [6], this author discussed about Limited 
vitality supply is one of the significant imperatives in remote sensor 
systems. An attainable technique is to forcefully decrease the spatial 
inspecting rate of sensors, i.e., the thickness of the measure focuses 
in a field. By legitimately booking, need to hold the high loyalty of 
information accumulation. In this, they propose an information 
accumulation technique that depends on a watchful examination of 
the reconnaissance information reported by the sensors. By 
investigating the spatial connection of detecting information, they 
progressively parcel the sensor hubs into groups so that the sensors 
in the same bunch have comparable reconnaissance time 
arrangement. They can share the workload of information gathering 
later on since their future readings may likely be comparable. 
Moreover, amid a brief timeframe period, a sensor may report 
comparable readings. Such a relationship in the information 
reported from the same sensor is called worldly connection, which 
can be investigated to further spare vitality. They build up a non 
specific structure to address a few imperative specialized 
difficulties, including how to segment the sensors into groups, how 
to progressively keep up the bunches in light of natural changes, 
how to plan the sensors in a group, how to investigate transient 
relationship, and how to reestablish the information in the sink with 
high constancy. 

3. SYSTEM ARCHITECTURE 

 

    (a)Next hop destination         (b) Routing path 

Fig 1: Routing path and length estimation 

Since  the  network  is  randomly  deployed,  the  number  of sensor  
nodes  in  each  grid  is  determined  by  the  size  of  the grid. So 
the number of sensor nodes in each grid also follows iid. We 
assume that the number of sensor nodes in each grid is large enough 
so that the initial energy of each girds should follow the normal 
distribution according to the central limit theorem. For each layer, 
the energy consumption for sensing and forwarding also follow the 
normal distribution.  So the remaining energy level E i shall follow 
the normal distribution, that is E i ⇠ N(µ i ,   2 I ), Where µ i is the 
mean of the remaining energy level of each grid, i is the standard 
derivation of energy distribution. 

4. METHODOLOGY 

In our scheme, the network is evenly divided into small grids. Each 
grid has a relative location based on the grid information. The node 
in each grid with the highest energy level is selected as the head 
node for message forwarding. In addition, each node in the grid will 
maintain its own attributes, including location information, 
remaining energy level of its grid, as well as the attributes of its 
adjacent neighboring grids. The information maintained by each 
sensor node will be updated periodically. Assume that the sensor 
nodes in its direct neighboring grids are all within its direct 
communication range. We also assume that the whole network is 
fully connected through multi-hop communications.While 
maximizing message source location privacy and minimizing traffic 
jamming for communications between the source and the 
destination nodes, it can optimize the sensor network lifetime 
through balanced energy consumption throughout the sensor 
network. In addition, through the maintained energy levels of its 
adjacent neighboring grids, it can be used to detect and filter out the 
compromised nodes for active routing selection. 

 

Figure 2: Use case diagram 

In the above use case diagram source, router, intermediate and 
destination are the actors. The source sends the route request 
packets to create a route to the destination node. The router will 
optimize the route and calculates the distance between the nodes. 
By adjusting the transmission power according to the distance the 
data is sent from source to the destination node. 
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5. RESULTS AND DISCUSSION 

 

In the above screen shot taking total 40 nodes that are from 0 to 39. 
In this we assumed that each node maintains its relative location 
and remaining energy levels of its immediate adjacent neighboring 
nodes.  The sensor nodes are very tiny in size and powered by the 
batteries.  

 

In this screen shot taken the source node is 0 and sink node is 30. 
Initially the transmission of packets starts from 0 and the 
communication takes place between 0 and 3. So we assume that 0 is 
source node and 3 is sink node. The neighboring nodes are 1, 3, and 
21 and selected next hop node is 3 based on QOS value. 

 

 

The above figure shows the packet loss parameter of proposed 
system. It is the time v/s packet loss graph. Here the main intension 
of proposed system is to reduce the packet loss. As shown in graph 
we were reducing the packet loss at the end of transmission. 

 

In this screen shot the transmission of packets starts from 4 and the 
communication takes place between 4 and 8. Here 4 is source node 
and 8 is sink node. The neighboring nodes are 5, 8, and 24. So we 
selected next hop node is 8.  
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The above figure shows the end to end delay parameters of 
proposed system. The graph shows the time v/s time. Here at Y-axis 
the time is taken in terms of ms. At time 2s the end to end delay 
will be 30ms, at time 3s the end to end delay becomes more. When 
time increases the end to end delay will decreases 

6. CONCLUSION AND FUTURE SCOPE 

A safe and effective Cost-Aware SEcure Routing (CASER) 
convention is proposed for WSNs to adjust the vitality utilization 
and expansion system lifetime. CASER has the adaptability to 
bolster various directing procedures in message sending to broaden 
the lifetime while expanding steering security. Both hypothetical 
investigation and recreation results demonstrate that CASER has an 
astounding steering execution as far as vitality adjusts and directing 
way dispersion for directing way security. A non-uniform vitality 
arrangement plan is proposed to boost the sensor system lifetime. 
The examination and reproduction results demonstrate that we can 
build the lifetime and the quantity of messages that can be conveyed 
under the non-uniform vitality organization by more than four 
times. 
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