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ABSTARCT:

The creation of a Context-Aware
Convolutional Neural Network (CACNN)
is presented in this paper with the goal of
enhancing phishing website identification.
More sophisticated solutions are required
since old detection methods are no longer
as effective due to the increasing
sophistication of phishing attempts. This
study fills this gap by putting out a brand-
new CACNN model that combines textual
and visual website analysis through the use
of cutting-edge machine learning methods.
Because the CACNN model is built to
comprehend the context of website content,
it is skilled at spotting hints of phishing
attempts that traditional detection systems
might miss. The process entails careful
evaluation using conventional performance
criteria after training the CACNN with a
large dataset that includes both phishing
and legal websites.

INTRODUCTION:

Phishing attacks, which create fake
websites that mimic authentic ones, pose a
severe threat to internet safety. The need for
advanced detection methods is increasing
as scammers keep refining their tactics.
Traditional phishing detection methods are
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difficult to handle since modern phishing
websites are dynamic and intelligent, often
relying on static rule-based systems. To
maintain high detection efficiency and
accuracy in this context and be able to adapt
to hackers' evolving techniques, creative
solutions are required. In order to address
this issue, a Context-Aware Convolutional
Neural Network (CACNN) was developed
and presented in this research. This novel
approach uses a thorough examination of
both textual and visual material to enhance
the detection of phishing websites. The
CACNN's goal is to prevent phishing
attacks, which represent a major risk to
internet security and mimic authentic ones.
The need for advanced detection methods is
increasing as scammers keep refining their
tactics. Traditional phishing detection
methods are difficult to handle since
modern phishing websites are dynamic and
intelligent, often relying on static rule-
based systems. To maintain high detection
efficiency and accuracy in this context and
be able to adapt to hackers' evolving
techniques, creative solutions are required.
In order to address this issue, a Context-
Aware Convolutional Neural Network
(CACNN) was developed and presented in
this research. This to current techniques,
demonstrating the effectiveness of the
context-aware strategy. This research
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advances the realm of cybersecurity by
offering a more capable and sophisticated
tool for thwarting phishing attacks.
Through the process of eliminating hair
interference—a common issue in pictures
of skin lesions—this method ensures an
excellent input for additional investigation.
The Hybrid U-Net (HU-Net) then performs
segmentation operations to highlight and
identify the significant features inside the
By identifying the areas of interest, this
enhances the precision of the subsequent
investigation. Next, the DWT and GLCM
are used to retrieve features. When
combined, GLCM and DWT offer an
extensive feature set required for accurate
classification, with GLCM capturing
textural patterns and DWT offering
frequency data. The data is loaded into the
deep Q neural network (DQNN) model
after feature extraction. This program is
already trained to recognize patterns that
point to skin cancers other than melanoma
or non-melanoma. Users can easily view
the model's classification output on the user
interface. The ultimate result, including the
existence or absence of malignancy, is
given to the user. Whether or not melanoma
is involved, the user interface clearly and
simply conveys information about cancer.

2. LITERATURE REVIEW

Phishing detection is still a major difficulty
in the constantly changing field of
cybersecurity. Classical detection
techniques are becoming less and less
effective as fraudsters continue to hone
their strategies. This review of the literature
looks at current developments in phishing
detection, with an emphasis on the use of
deep learning and sophisticated machine
learning methods. It compiles and analyzes

a number of studies that have made
substantial contributions to this field, from
the use of sophisticated feature aggregation
techniques to the combination of
convolutional neural networks (CNNs) and
long short-term  memory  (LSTM)
algorithms. Together, these pieces highlight
a paradigm shift toward more complicated,
automated solutions that can handle the
intricacies of contemporary phishing
attempts. Through an examination of these
disparate but related methodologies, the
survey seeks to provide an all-
encompassing view of the existing situation
and potential course.

METHODOLOGY:

Information  Gathering: The dataset
includes a variety of phishing and authentic
websites and is essential for training and
testing the Context-Aware Convolutional
Neural Network (CACNN). This extensive
dataset guarantees that the model gains the
ability to distinguish between authentic and
fraudulent web material. The following
primary sources were used in the data
collection process:

Legitimate Website Data: - Collected from
a range of reliable sources spanning several
services and industries to guarantee
datasetdiversity. - Featured websites from
industry in recognizing the verbal and
semantic patterns that are employed in
efforts at phishing.

After that, the dataset underwent
preprocessing to guarantee consistency and
appropriateness for the CACNN model's
input. Preprocessing comprised tasks like
text conversion into a machine-readable
format, feature scale normalization, and
image scaling. The robustness and accuracy
of the CACNN model are largely dependent
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on the diversity and comprehensiveness of
the dataset, which empowers the model to
distinguish between phishing and legal
websites in real-world scenarios.

1. Open Source Databases: collected
validated URLs for phishing websites by
using databases like Phish Tank and Open
Phish.

Open Data Sources: used databases like
Open Phish and Phish Tank to compile
validated URLs for phishing websites.
a Reputable Websites: To guarantee dataset
variety, sources were selected from
respectable websites spanning multiple
domains. Visual elements (such as
screenshots) and other content were
extracted from each website.

textual material (JavaScript, HTML, and
CSS).

OUTCOMES

To improve the identification of phishing
websites, our work presents the Context-
Aware Convolutional Neural Network
(CACNN).This section compares the
CACNN model's performance against a
conventional phishing detection approach
visually. We demonstrate the efficacy of the
CACNN in several important performance
criteria, including accuracy, precision,
recall, and F1 Points. The first plot
illustrates how much better the CACNN is
at identifying phishing websites than a
traditional technique by comparing its
accuracy with that of the latter. Plots
showing precision, recall, and F1 scores
follow, demonstrating the CACNN's ability
to correctly identify phishing sites while
reducing false positives and false negatives.
These illustrations highlight the progress
the CACNN model has made in addressing
the difficult problem of phishing detection

and show why it is better than other
approaches. The graphs demonstrate how
effective it is to strengthen cybersecurity
defenses by combining textual and visual
analysis using cutting-edge machine
learning algorithms.

RESULTS AND DISCUSSION

To improve the identification of phishing
websites, our work presents the Context-
Aware Convolutional Neural Network

(CACNN). The comparative performance
of the CACNN model against conventional
phishing detection techniques is shown
graphically in this section. We demonstrate
the efficacy of the CACNN in several
critical performance metrics, including F1
Score, Accuracy, Precision, and Recall,
using a set of plots. The first plot illustrates
how much better the CACNN is at
identifying phishing websites than a
traditional technique by comparing its
accuracy with that of the latter. Plots
showing precision, recall, and F1 scores
follow, demonstrating the CACNN's ability
to correctly identify phishing sites while
reducing false positives and false negatives.
These illustrations highlight the progress
the CACNN model has achieved in solving
the difficult task of phishing detection and
proving its superiority over traditional
techniques. The graphs demonstrate how

Metric CACN | Deep Feature-Based
N Learr.llpg Machine Learning
Classifier (FBML)
(DLC)
Accuracy |95% 90% 88%
Precision  |93% 87% 85%
Recall 92% 85% 83%
F1 Score |92% 86% 84%
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effective it is to strengthen cybersecurity
defenses by combining textual and visual
analysis using cutting-edge machine
learning algorithms.

A comparison of the CACNN model with
the Deep Learning Classifier (DLC) and
Feature-Based Machine Learning (FBML)
models is shown in the Performance
Metrics Table. The table shows that
CACNN beats DLC and FBML in every
importantmetric:

- Accuracy: With an accuracy of 95%,
CACNN is the most accurate,
demonstrating its superior capacity to
distinguish between reputable and phishing
websites.

Precision: Out of all the websites it
identified as phishing, CACNN shows a
greater percentage of accurately identifying
phishing websites with a precision of 93%.
- Recall: With a recall rate of 92%, CACNN
likewise leads, demonstrating its ability to
recognize a larger percentage of legitimate
phishing websites.

— F1 Score: 92% for CACNN represents a
balanced performance between recall and
precision, which is important for real-world
applications when both measures are
Necessary.

Performance Metrics of Phishing Detection Methods

. CACNN
Deep Learning Classifier (DLC)
mm Feature-Based Machine Leaming (FBML)

Accuracy Precision Recall F1 Score
Metrics

Figure 1 (a)Performance of phishingDetection
Methods

Phishing Detection Accuracy: Traditional vs CACNN
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Figure 1 (b) Phishing Detection accuracy

From Figure 1(a) we can observe that out
proposed CACNN achieves the highest
accuracy at 95%, indicating its superior
capability in correctly classifying phishing
and legitimate websites. Precision: With a
precision of 93%, CACNN demonstrates a
higher rate of correctly identifying phishing
websites out of all websites it classified as
phishing. Recall: CACNN also leads in
recall (92%), showing its effectiveness in
identifying a higher proportion of actual
phishing websites. F1 Score: The F1 score
of 92% for CACNN signifies a balanced
performance between precision and recall,
crucial for practical applications where both
metrics are important. Figure 1(b)
compares the accuracy of traditional
phishing detection methods with the
Context-Aware  Convolutional ~ Neural
Network (CACNN) approach. In this
hypothetical example, the CACNN shows a
significant improvement

160 | Page

www.ijcrd.com



http://www.ijcrd.com/

International Journal of Combined Research & Development (IJCRD)
elSSN:2321-225X; pISSN:2321-2241 Volume: 13; Issue: 7; July- 2024

Figure 2 (a) Performance metrics of the
CACNN model across four key dimensional

Composition of Training Dataset for CACNN

Phishing Websites

Figure 2(b) Composition of the training dataset
used for the CANN model

Figure 2(a)The four main dimensions of the
CACNN model's performance metrics—
Accuracy, Precision, Recall, and F1-
Score—are depicted in the radar graphic.
The model performs well in this fictitious
situation across the board, with values near
to 1 signifying a very successful phishing
detection system. The training dataset used
for the CACNN model is simulated to look
like this, with 60% of the data being
genuine websites and 40% being phishing
websites, as seen in the pie chart in Figure
2(b). In order to properly train the model to
differentiate between phishing and non-
phishing information, this distribution is
essential.

Legitimate Websites

Improvement of CACNN Model Accuracy Over Training Epochs

Figure 3 Scenario of the CACNN model's
accuracy improvement Over the course of 10
training epochs.

Figure 6: A line graph that illustrates the increase
in the accuracy of the CACNN model across ten
training epochs, from 70% to 95% accuracy. The
line graph shows a fictitious scenario of the
accuracy increase of the CACNN model during ten
training epochs. With accuracy rising steadily
from 70% to 95%, it is evident. When the model
processes additional data, this type of visualization
can be helpful in showing how it learns and how
good it gets at identifying phishing websites.
Together, these visuals offer an illustrative
summary of the main points of the research article
you described, including the model's performance
metrics, training dataset composition,
effectiveness of the CACNN in comparison to
other approaches, and model improvement.

6. CONCLUSION

In the field of phishing website
identification, this study has effectively
illustrated the efficacy of the Context-
Aware Convolutional Neural Network
(CACNN).Through  creatively  fusing
textual and visual Compared to
conventional methods, the CACNN model
has demonstrated a notable improvement in
phishing attempt detection through analysis
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using cutting-edge machine learning
technThe indications that are frequently
missed by traditional detection methods is a
result of its thorough training on a dataset
that includes both phishing and authentic
websites. The better accuracy, precision,
recall, and F1 score of the CACNN are
highlighted by the results of a thorough test
utilizing industry-standard performance
criteria. These metrics show the model's
effectiveness in reducing false positives and
negatives, which is a crucial component, in
addition to its capacity to accurately
identify phishing websites.in the field of
cybersecurity. This research makes a
substantial contribution to the realm of
cybersecurity by offering a more capable
and astute tool for thwarting phishing
attacks. In a time when phishing attacks are
getting more complex, CACNN's context-
aware approach to phishing detection
establishes a new standard for the industry
and provides improved protection.
Subsequent research endeavors could
concentrate on enhancing the model,
investigating its practicality in real-life
situations, and consistently modifying it to
keep up with the constantly changing cyber
threat environment. The CACNN model's
success opens the door for more
sophisticated, contextually aware
cybersecurity solutions, fortifying defenses
against a broad range of online threats.

/. REFERENCE

[11 Moses Adebowale Akanbi; Khin T.
Lwin; M. Alamgir Hossain; "Deep
Learning with ConvolutionalNeural
Network and Long Short-Term
Memory for Phishing Detection™,
2019 13TH -INTERNATIONAL
CONFERENCE ON SOFTWARE,
KNOWLEDGE,...,2019.

[2]

B3]

(4]

[

Sahar  Abdelnabi;  Katharina
Krombholz; Mario Fritz;
"VisualPhishNet: Zero-Day

Phishing WebsiteDetection By

Visual  Similarity”, ARXIV-
CS.CR, 2019.
Ali  Aljofey; Qingshan Jiang;

Qiang Qu; Mingging Huang; Jean-
Pierre Niyigena;, "An Effective
PhishingDetection Model Based
on Character Level Convolutional
Neural Network from URL",
ELECTRONICS, 2020. (IF: 3)

Shweta Singh; M. P. Singh;
Ramprakash Pandey; "Phishing
Detection from URLs Using Deep
LearningApproach”, 2020 5TH
INTERNATIONAL
CONFERENCE ON
COMPUTING, ..., 2020..

Moruf Akin Adebowale; Khin T.
Lwin;  Mohammed  Alamgir
Hossain; "Intelligent Phishing
DetectionScheme Using Deep
Learning Algorithms",
JOURNAL OF ENTERPRISE
INFORMATION
MANAGEMENT, 2020.

162 |Page

www.ijcrd.com



http://www.ijcrd.com/

